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Attacks on Information Systems: A Jurisprudential Perspective

Abstract:

Information holds paramount importance, especially in the era of technological
advancement. Beyond being a means of communication, it has become a
pathway in the race not only for knowledge but also as a weapon used to
confront others. Consequently, it is subjected to numerous threats. Considering
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that this information serves as a repository for many secrets related to
individuals' private lives or the public secrets that states are keen on encircling
with protective fences to safeguard them from disclosure and circulation, it has
become the focus of the greedy and aggressors who pose a threat to its
security and safety. This is achieved through stealing electronic data or
damaging and distorting this information.

The concern for providing information security has become a preoccupation for
many beneficiaries of this technology. Religious deterrence is considered one
of the effective means to restrain aggressors, at least those who belong to
Islam, once they understand the ruling of Sharia.

This research paper focuses on elucidating the jurisprudential ruling of the
issue, particularly the second aspect of the attacks related to information

systems.
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